Cybersecurity Compliance:
Time to Play Catch-Up
Remote work models and industry
regulations complicate the task of protecting
business assets and employees
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Executive Summary
Following the onset of the COVID-19 pandemic and economic lockdowns,
organizations of all sizes and types scrambled to shift large numbers of employees
to remote work models. Attention focused primarily on deploying and installing
devices, ensuring connectivity and equipping employees with collaborative tools.
While cybersecurity measures were certainly on the to-do list, in many cases they
were pushed to the back burner in the rush to get people up and running. Today, as
businesses maintain remote operations and/or transition back to in-office models,
the basics of protecting corporate and individual data take on new urgency.
This Point of View examines how pandemic-related disruption has impacted
compliance and cybersecurity risk, and outlines key challenges facing specific
industries, particularly in the context of remote work. We also define the basic
elements of a managed security strategy that combines technology tools, processes
and frameworks to enable organizations to maintain alignment to rigorous
compliance requirements.
Remote Work and Cyber Risks
The Federal Bureau of Investigation reports that the COVID-19 pandemic
sparked a 400 percent spike in cybersecurity crimes. While healthcare
institutions and research facilities working on coronavirus treatments have been
frequent targets, the vulnerability of virtual telework environments has also
attracted the interest of bad actors.
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Pandemic aside, remote work models by definition increase cybersecurity risk
levels on several fronts. For one thing, employees accessing enterprise data
from a home office, coffee shop or any remote location often lack adequate
security tools or VPNs. Companies that do have VPNs are often lax about
enforcing their use for collaboration platforms or even email. As a result, remote
work makes corporate networks more susceptible to intrusions from lateral
movement attacks. Workers who transitioned to home offices in a slapdash
manner following the pandemic are also more likely to lack up-to-date anti-virus
protection.
Even companies that enforce the use of VPNs have discovered that having large
numbers of employees working remotely opens the door for costly DDOS attacks
on VPN services. With the VPN server acting as a gateway to a company’s
internal network, such attacks can prevent all remote employees from doing
their jobs, effectively crippling an organization that has few if any workers onsite.
Another issue is that home-based workers – often harried, distracted and
stressed – present attractive targets to nefarious actors seeking to take
advantage of the pandemic crisis to access business or personal information. As
hackers become increasingly creative, remote employees become increasingly
vulnerable to phishing, malware and social engineering attacks – underscoring
the importance of ongoing awareness training.
While these risks apply to any organization, many businesses face additional
security challenges based on industry requirements. Here, requirements extend
beyond issues of tools and technology and involve rigorous processes, policies
and documentation. Examples are outlined below.
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Consumer-Facing Industries
Any business managing an individual’s financial data such as social security
numbers, account numbers or payment card information is subject to
PCI standards that stipulate steep fines for any failure to protect consumer
data. Given the severity of the penalties, retailers, banks, hotels and any
business processing individual financial data traditionally invested in rigorous
cybersecurity measures such as firewalls, encryption and user training. More
specifically, since the business was ultimately accountable for any breach,
third-party service providers were subject to intense scrutiny and oversight.
The pandemic changed the rules of the game, forcing companies as well as their
technology providers to adapt on the fly to straddle the dueling imperatives of
staying in business and observing existing security standards. To accommodate
the new reality, clients and their partners are reexamining their existing
contracts and service level agreements. While some level of flexibility is
inevitable, businesses need to prioritize their compliance needs and define
non-negotiables to their providers.
Healthcare
In the healthcare sector, compliance requirements include but are not limited
to HITRUST and HIPAA. Standards for home-based work range from the basic
(mandating encrypted wireless routers and use of VPNs when accessing
company data) to the granular (requiring lockable files or safes to store hard
copies of sensitive data and the presence of a paper shredder in the office). To
add teeth to the regulations, HIPAA mandates that any employee in violation of
stated procedures be subject to sanctions “and/or civil and criminal penalties.”
HIPAA mandates require a covered entity to protect any electronic personal
health information (ePHI) created, received, used or maintained by that entity.
Traditional approaches to protecting ePHI, which apply traditional technologies
to secure a centralized location, are inadequate in today’s changing environment.
As more and more people work remotely, ePHI data resides in multiple locations,
and must be identified and protected accordingly. Network Access Controllers or
Software-Defined Perimeters can segment the network and create
need-to-know access control.
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For Fortune 1000-level payer and provider enterprises with significant
resources, ensuring adherence to these standards and maintaining certifications
is relatively straightforward. However, the requirements apply not just to the
giants but to every third-party insurer, provider, partner or supplier in the
delivery chain. This presents a significant challenge to smaller enterprises that
increasingly bear the onus of demonstrating security compliance as part of the
cost of doing business. To address this challenge, any organization within the
supply chain of healthcare delivery must have the ability to assess its partners
and their strategies deployed in response to the pandemic.
Energy, Oil and Gas
Given the potentially devastating consequences of cyberattacks on power grids,
the energy industry is subject to stringent compliance requirements from
government agencies that include CIP, NERC and FERC. And because of this
risk, information networks related to energy grids have traditionally been heavily
guarded closed systems, isolated from public traffic. As such, the shift to remote
work is particularly vexing, as it creates the potential for a “floodgate” effect of
exposure.
Energy company infrastructures, moreover, tend to be widely dispersed across
geographic regions. Extensive IoT networks are needed to connect pump
jacks, compressors and the various components of smart grids. Protecting
those networks requires segmentation, DMZs and private networks, as well
as continuous monitoring via centralized operations centers. When adding
remote workforces to the mix, combining full visibility and control, together with
confidentiality, integrity and availability of the whole system, becomes essential.
Defining a Strategy: Three Keys
Other industries such as Financial Services, Manufacturing and Insurance
all face their own unique compliance challenges. While the specifics vary, all
organizations share the need to understand how COVID-19 is impacting partners
and vendors throughout the service delivery chain, particularly in terms of
remote workforces.
Outlined below are three essential actions CISOs and other stakeholders can
take to implement a cybersecurity compliance strategy aligned to the demands
of today’s evolving landscape.
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One: Define Requirements
Ensuring that compliance policy meets industry-specific legal and regulatory
requirements, particularly in terms of ensuring a secure environment for the
remote worker, should obviously be a top priority. The challenge lies in managing
the myriad details surrounding data protection in a remote location. As outlined
earlier, these details can extend to the level of verifying the presence of locks in
home offices to secure devices and paper shredders to safely destroy sensitive
documents.
To enable the oversight and transparency necessary to maintain the level of
granularity needed to track multiple criteria over the long term, CISOs and
compliance officers need to have a methodology in place to continually monitor
their vendors’ remote workforce strategies. One option is to offload vendor
risk assessments to third-party companies that have developed these types of
services.
Two: Revisit Incident Management
An incident response program that can detect intrusions on the network and
immediately work to recover from those intrusions is critical to any cybersecurity
or compliance strategy. The “new normal” of the pandemic requires a
fundamental reassessment of the following basic components of an incident
response program:
• Preparation: Defining the overall flow of the incident response program in the
context of protecting a remote workforce.
• Identifying/Discovering Intrusion: As remote workers stop using corporate
infrastructure, new solutions such as software-defined perimeters,
Cloud-based security platforms or Cloud Access Security Brokers (CASB) are
critical.
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• Analysis: Validating the presence of a malicious actor.
• Remediation: Eradicating the intrusion.
• Containment: Ensuring any new information systems cannot be infected.
• Recovery: Eradicating the infection from the information system.
• Mitigation: Ensuring that the information system is configured so that it can no
longer be exploited.
• Post-Incident Activity: Evaluating lessons learned and continuous
improvement.
Three: Engage with Business Strategists
A compliance initiative can’t be developed and implemented in a vacuum, without
consideration of broader business priorities. As such, CISOs must work with
executive leaders to understand how COVID-19 is redefining broader business
paradigms. This requires ensuring that information security planning activities
align with the organization’s strategic plan and desired risk posture. Moreover,
CISOs must be aware of all technology projects that are underway and planned
throughout the organization, and ensure that security programs are fully
integrated into each project’s system development life cycle.
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Conclusion
Today, businesses cautiously navigating towards a new normal of operations
face many uncertainties. It’s clear, however, that secure environments for
remote workers will continue to be essential, and will require accommodation
of regulatory compliance standards. Technology solutions, meanwhile, are not
enough. A truly effective posture must be integrated with business partners, as
well as address the devilish details of industry compliance standards.
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